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Development of a risk assessment program for chemical terrorism
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Abstract—The study focuses on assessing the security risk of the terrorism in the chemical industry. This research
modifies conventional risk assessment methods for including terrorism and sabotage scenarios. The objective of this
risk assessment is to identify security hazards, threats and vulnerabilities facing each target facility, and to find the ad-
equate countermeasures to protect the public, workers, national interest, environment, and companies. This study results
in implementing software to analyze the possibility of terrorism and sabotage. This program includes five steps: asset
characterization, threat assessment, vulnerability analysis, risk assessment and new countermeasures. It is a systematic,
risk-based approach in which risk is a function of the severity of consequences of an undesired event, the likelihood of
adversary attack, and the likelihood of adversary success in causing the undesired event. The reliability of this method is
verified by the dock zone case. This study suggests an effective approach to chemical terrorism response management.
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INTRODUCTION

After the 9.11 disaster in New York, we have become more aware
of the catastrophic threats posed by toxic chemicals in our commu-
nities. While the 9.11 disaster was not directed toward the chemi-
cal industry, chemical facilities may pose an attractive target for ter-
rorism, with the purpose of using the effective physical and chemi-
cal properties to cause mass casualties, property damage, and eco-
nomic or environmental impacts. The concept for a “new’ form of
terrorism has emerged in the 21 century. The attractive targets of
terrorists are moved from “hard” to “soft.” As a soft target, chemical
plants have traditionally remained unprotected against a possible ter-
rorist attack. The chemical industry is faced with new demand to as-
sess whether current security measures effectively address this new
and unforeseen threat, and make enhancements as required to provide
for the safety of the public, workers, and the environment. Chemical
security has to be balanced with other objectives such as economy, and
has to be commensurate with the threat and likelihood of occurrence.
Consequently, the chemical security management process requires a
systematic approach to analyzing the risk of these issues. But most of
the current safety management techniques such as SVA, HAZOP,
FMEA, FTA, Checklist, PHA, Accident scenario, Monitoring and
SMYV, deal with only the accidents or minimize the damages in case
of natural and intensive events. We have conducted chemical facil-
ity terror risk assessment using an SVA methodology. As a result, a
new risk assessment method is developed and it is implemented as
software to analyze the possibility of terrorism and sabotage.

SECURITY VULNERABILITY ANALYSIS (SVA)
METHODOLOGY

The American Petroleum Institute (API) and the National Petro-
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chemical & Refiners Association (NPRA) developed the security
vulnerability assessment methodology (SVA) available to the petro-
leum and petrochemical industry in 2003. The first step in the pro-
cess of managing security risk is to identify and analyze the threat
and the vulnerabilities facing a facility by conducting an SVA. The
SVA is a systematic process that evaluates the likelihood that a threat
against a facility will be successful. The SVA process is a systematic
approach that combines the multiple skills and knowledge of the
various participants to provide a complete security analysis of the
facility and its operations. Depending on the type and size of the
facility, the SVA methodology may include individuals with knowl-
edge of physical and cyber security, process safety, facility and pro-
cess design and operations, emergency response, management and
other disciplines as necessary. The objective of conducting an SVA
is to identify security hazards, threats, and vulnerabilities facing a
facility, and to evaluate the countermeasures to provide for the pro-
tection of the public, workers, national interests, the environment,
and the company. With this information, security risks can be as-
sessed and strategies can be formed to reduce vulnerabilities as re-
quired. SVA is a tool to assist management in making decisions on
the need for countermeasures to address the threats and vulnerabilities.
1. Asset Characterization

The asset characterization includes analyzing the technical infor-
mation on facilities and public utilities as required to support the
analysis, identifying the potential critical assets, identifying the haz-
ards and consequences of concern for the facility or public utility
and its surroundings and supporting infrastructure, and verifying
the existing layers of protection. A consideration of possible chemical
terrorism threats should include internal threats, external threats,
and internally assisted threats. The available threats are chosen ac-
cording to reasonable local, regional, or national situation. This step
results in the attractiveness of the target each asset from each adver-
sary’s perspective.

For each asset identified, the criticality of each asset must be un-
derstood. This is a function of the value of the asset, the hazards of
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Fig. 1. Overall security vulnerability analysis methodology (API 2003).
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Fig. 2. Asset characterization process.

the asset, and the consequences if the asset was damaged, stolen,
or misused. For hazardous chemicals, consideration includes toxic
exposure to workers or the community, or potential for the misuse
of the chemical to produce a weapon or the physical properties of
the chemical to contaminate a public resource. This methodology
uses ranking systems that are based on a scale of 1-5 where 1 is the
lowest value and 5 is the highest value. Based on the consequence
ranking and critical of the asset, the asset is tentatively designated a
candidate critical target asset. The attractiveness of the asset is used
for screening important assets.

2. Threat Assessment

This step is to identify specific classes of adversaries that may
be responsible for the security-related events. It identifies specific
classes of adversaries that may be responsible for the security-related
events. Depending on the threat, we can determine the types of po-
tential attacks and, if specific information is available on potential
targets and the likelihood of an attack, specific countermeasures
may be taken.

The threat assessment evaluates the likelihood of adversary activ-
ity against a given asset or group of assets. It is a decision support
that helps to establish and prioritize the security-ranking system.
The threat assessment identifies and evaluates each threat on the
basis of various factors, including capability, intention, and impact
of an attack.

Types of target are defined as follows:
March, 2010

I Threat assessment |

Identify adversary
¥

| |
| Classify adversary |
| Threat r;l}king (T) |
| |
| |

Evaluate attractiveness of critical assets
)

Assign target ranking

Fig. 3. Threat assessment process.

- Usefulness of the process material as a weapon
- Proximity to national asset or landmark

- Ease of access (soft target)

- High company reputation and brand exposure

- Symbolic target

- Chemical weapons precursor chemical

- Reorganizations of the target

Types of effect are defined as follows:
- Potential for causing casualties
- Potential for causing damage and loss to the facility and company
- Potential for causing damage and loss to the geographic region
- Potential for causing damage and loss to the national infrastructure

Attractiveness factors ranking definitions are:
1-Very Low: Adversary would have no level of interest in the asset
2-Low: Adversary would have some degree of interest in the asset
3-Medium: Adversary would have a moderate degree of interest in
the asset
4-High: Adversary would have a high degree of interest in the asset
5-Very High: Adversary would have a very high degree of interest in
the asset
3. Vulnerability Analysis

The vulnerability analysis includes the relative pairing of each target
asset and threat to identify potential vulnerabilities related to pro-
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cess security events. This involves the identification of existing coun-
termeasures and their level of effectiveness in reducing those vulner-
abilities.

When we determine how an event can be induced, it should de-
termine how an adversary could make it occur. There are two kinds
of methodologies: the accident scenario-based approach and the
asset-based approach. Both approaches are identical in the begin-
ning, but different in the degree of the detailed analysis of threats
scenarios and specific countermeasures applied to a given scenario.
The first is to define accident scenarios and evaluate specific conse-
quences by using scenario and the asset-based analysis to document
the adversary’s potential actions against an asset. The existing risk
response measure is identified to protect the critical assets, and we
estimate their levels of effectiveness in reducing the vulnerabilities
of each asset to each threat or adversary. The degree of vulnerabil-
ity of each valued asset and threat pairing is finally evaluated by the
formulation of security-related scenarios and by the asset protection

| Vulnerability analysis | Select critical asset
'
Select security event

1

Select adversary from threat list | Risk Severity
' .
Define undesired acts | 1 2 3 4 5
—1. 1 RI R2 R3 R4 RS
Evaluation consequences | -
R R H 2 R2 R4 R6 R7 RS
Estimate severity | =
I g 3 R3 R6 R7 R8 R9
Vulnerability analysis | = 4 R4 R7 RS RO RI10
Rank vulnerability | 5 RS RS RY R10 R10

basis. When certain criteria are met, such as higher consequence
and attractiveness ranking values, it is useful to apply an accident
scenario-based approach to conduct the vulnerability analysis. It
covers the assignment of risk rankings to the security-related sce-
narios. When the asset-based approach is used, the determination
of the asset’s consequences and attractiveness is enough to assign a
target ranking value and protection via a standard protection set for
the target level. In this case, scenarios may not be developed further
than the general thought that an adversary is interested in damaging
or stealing an asset.
4. Risk Assessment

The next step is to determine the level of risk of the adversary
exploiting the asset according to the existing security countermea-
sures. The risk assessment determines the relative degree of risk
for the facility and the public utility in terms of the expected effect
on each critical asset as a function of consequence and probability
of occurrence. Using the assets identified during the asset charac-
terization, the risks are prioritized based on the likelihood of a suc-
cessful terrorism. Likelihood is determined after considering the attrac-
tiveness of the target assets, the degree of threats and vulnerability.

Fig. 4. Vulnerability analysis process.

- Potential for causing casualties

Fig. 6. Risk ranking matrix.

- Potential for causing damage and loss to the facility and company
- Potential for causing damage and loss to the geographic region
- Potential for causing damage and loss to the national infrastructure

- Develop accident scenario
- Estimate protection system
- Identify specific vulnerability

Severity
of
attack

Critical
asset
ranking

Severity
ranking

Threat
ranking

Vulnerability
ranking

Risk
ranking

Asset
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- Threat define
- Threat level
- Target attractive

- Usefulness of the process material as a weapon
- Proximity to nation asset or landmark
- Ease to access (soft target)

- High company reputation and brand exposure

- Symbolic target
- Chemical weapons precursor chemical
- Reorganizations of the target

Fig. 5. Overall risk ranking.
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Risk scenario likelihood |
:
Assign risk ranking |

| Risk assessment |

New countmeasures generate |

1
Recommendation |

| Countermeasures making |

Fig. 7. Risk assessment and countermeasures building process.

COUNTERMEASURES MAKING

The countermeasures analysis identifies shortfalls between the
existing security and the desirable security where additional recom-
mendations are justified to reduced risk. An appropriate enhanced
countermeasure option is identified to further reduce vulnerability
at the facility. The improved countermeasures present the following
index: the process security doctrines of deter, detect, delay, response,
mitigate and possibly prevent.

The factors in this step to be considered are;
- Reduced probability of successful attack

Step 1
asset

characterization

Review all asset and
select critical asset
for analysis

Identify
asset function,
hazard, and
criticality

l

Evaluate existing
countermeasures

!

Extimate severity
of loss or damage
to asset

Apply gencral
security
countermeasures

Severity ranking
3-5?

Step 2
threat
assessment

Add asset to
critical asset list

Fig. 8. Terror risk assessment algorithms I.
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- Degree of risk reduction by the options

- Reliability and the maintainability of the options

- Capabilities and the effectiveness of mitigation options
- Costs of mitigation options

- Feasibility of the options

The countermeasure options are re-ranked to evaluate effective-
ness, and prioritized to assist management decision making.

IMPLEMENTATION

This system is implemented in commercial software. The fields
in the program are completed as follows:

a. Asset: The asset under consideration is documented. User selects
form the targeted list of assets and considers the scenarios for each
asset in turn based on priority.

b. Security Event Type: This column is used to describe the gen-
eral type of malicious act under consideration.

c. Threat Category: The category of adversary including terror-
ist and disgruntled employee.

d. Undesired Act: A description of the sequence of events that
would have to occur to branch the existing security measures is de-
scribed in this column.

Step 2
threat

assessment

— Identify adversary

l

Characterize

adversary

Apply general
sevurity
countermeasures

No

Add adversary
to threat list

Apply general
security
countermeasures

l

Consider attractiveness
& severity & assign
target ranking

l

Yes Add asset and
adversary pair to
target list

Other
adversary?

Step 3:
vulnerability
analysis

Other
adversary?

Fig. 8. Terror risk assessment algorithms II.
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e. Consequences: Consequences of the event are analyzed and
entered into the consequence column of the worksheet. The conse-
quences should be conservatively estimated given that the intent of
the adversary is to maximize their gain. Users are encouraged to
understand the expected consequence of a successful attack or secu-
rity breach by this column.

f. Existing Countermeasures: The existing security countermea-
sures that relate to detecting, delaying, or deterring the adversaries
from exploiting the vulnerabilities are listed in this column.

g. Vulnerability: The specific countermeasures that would need
to be circumvented or failed should be identified.

h. Vulnerabilities Level: The degree of vulnerability to the sce-
nario rated on a scale of 1-5.

i. Risk Ranking: The severity and likelihood rankings are com-

Vulnerability
analysis

Select
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bined in a relational manner to yield a risk ranking.

j- New Countermeasures: The recommendations for improved
countermeasures that are developed are recorded in the recommen-
dation column.

CASE STUDY

The case is a dock zone including a storage farm, a manufactur-
ing plant, an electrical supply utility, a hydrotreater unit, many con-
tainers, and an administration building. It is an attractive target be-
cause of environmental release, combustible liquids fire and explo-
sion hazard, easy access, many toxic hazard chemicals, possibility
to shutdown if electrical supply unit were damaged, public impact,
business interruption, etc.

critical asset

v

Select security

event

—

Select
adversary

Other
adversary?

Define undesired act, evaluate
consequence, estimate severity,

Yes

Other
critical
assets?

existing countermeasures,
vulnerabilities, rank vulnerability

Rank scenario likelihood
& assign risk ranking using
risk matrix

Risk ~\ Yes
ranking

low?

Apply security
countermeasure

Other
scenario?

Make
recommendation

Fig. 8. Terror risk assessment algorithms III.
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Security
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Production
facility

ADMINISTRATION

[ s

Cat feed
drotreater

Electrical supply
from utility

Fig. 9. Case study (dock zone facility).

‘We considered these vulnerabilities of each facilities and the over-
all zone.
1. Asset Characterization

This step determines the criticality and hazard of major facilities.
The first, existing countermeasures of facility identify. And similar
assets within a facility with similar location on the property, vul-
nerabilities and common consequences can be grouped for effi-
ciency and to consider the value of an entire hazard function. The
second, hazard, criticality of major assets is described and risk and
consequences that would be realized if the asset was damaged, de-
struction, or stolen. Finally, rank estimating of the overall severity
of the loss of asset.

B Administration Building - Administrative offices including

Y. Lee et al.

management offices and large number of employees, HR Manager;
ordinary office building hazards; personnel exposure to approximately
100 persons; possible loss of personnel and/or critical documents
in storage (business sensitive information).

m Central Control Room - Critical security communications and
monitoring; Cat, Coker 1, Alkylation, Treating Plant; Crude Units;
loss of control function and long time to repair if damaged.

B Cogen Unit and Control Room - Critical steam production and
supplemental electrical power generation.

B Dock 1 - Loss of logistics for feedstock and products; envi-
ronmental release; fire and explosion; possible to shutdown chan-
nel; Coker feed, fuel oil, benzene, toluene, molten sulfur in storage;
Coker feed is most critical feedstock.

B Dock 1 Tank Farm-storage in atmospheric tanks north of Dock
1 - Flammable and combustible liquid fire and explosion hazard;
possible spill to ship channel; critical to operation of marine terminal.

B Cat Feed Hydrotreater Unit - Significant fire and explosion
hazard onsite; possible public impacts from explosion; significant
business interruption.

B Electrical supply from Utility to Refinery - Utility supplied;
Cat Feed HT, H2 plant, and Units 29-5; backup supply from other
substations.

B Units 29-35 cooling tower/chlorine containers - Important to
operation of units 29-35; chlorine toxic hazards may have public
impact if damaged.

2. Threat Assessment

Threat information is important data to allow the employers to
understand the adversaries interested in the assets of the facilities, their
operating history, methods, capacities, and why they are motivated.

Include consideration in this step
1. The source of the attack (external, internal)

2. General types of adversaries (terrorism, sabotage, disgruntled
employee etc.)

Filw Edit Usw Fefersnce Dats Reports Gindos  Hilg
Asset Threat ‘ Vulnerability Risk Counter.
i ization Analysis Assessment Measures
All Asset | Asset Char | Threat A | Vulnerability Analysis | Risk A |c
Existing C | Estimate S y of Loss | Severity Rankin, a
mm-l
| Asset I CriticalityHazards | Severity Ranking
Central Control Room
|Administrminn buildin |ﬂdm|ninu|i\m offices including management Level 3
Cogen Unit I
|Can|ul Control Room |Clitical and q _
Contrel Room I
[Cogen Unit and Contr. |Criti:nl steam production and Level 4
| = |
[Doch 1 |Lom of logistics for feedstock and products; _
Dock1 Tank Farm
|Dock 1 Tank Farm [F1 ble and ible liquids fire and Level 4
Hydrotreater Unit I r
[Cat Feed Hyd |Signifi fire and exp hazard onsite; _
Electrical Supply I
|Elecllical supply from |I.I|ilily supplied; Cat Feed HT, H2 plant, and Units Level 3 |
Cooling Tower 3
|Unils 29.35 cooling tov |Impumml to operation of units 29 7 35; chlorine Level 4
Chlorine Containers I
-]

Fig. 10. Severity ranking of dock zone.
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3. Evaluation of asset’s attractiveness

4. Ranking assessment per the threat ranking scale or equivalent

5. The target ranking is used to judge the degree of attractiveness
of the target considering all the adversaries.

W Terrorist - Use explosives or small arms to destroy target and
may be interested in theft of products of value to terrorist organiza-
tions for secondary attack. Also use of improvised explosive device
possibly involving a vehicle is most likely scenario

m Disgruntled employee or contractor - Might cause intentional
overfill of tank or damage to equipment leading to release and pos-
sible for workplace violence, theft. Not likely to use weapons if sabo-

[® Terrar Rick Accoccamnt

405

tage but may use small arms if workplace violence

W Activist - Possibly interested in causing public embarrassment;
temporary shutdown of plant; long range goal of elimination of toxic
substance in use. And highly organized; well funded to cause staged
attack of multiple facility operations simultaneously (dock, rail, gate)

@ Critical assets

1. Administration building - Possibly interested in seeking out
management for protest but not accessible directly and business ser-
vices building is more accessible.

@ Central control room - Not easily accessible; does not provide
opportunity for media attention and requires trespassing,

Fie Edit Uww Feference Oata Admnistration Aeports Aesources Bndos  Help

Terror

: Asset Threat Vulnerability Risk Counter-
Risk Char i Analysis Assessment Measures
Assessment
All Asset I Asset Ch Threat A | Vulnerability Analysis | Risk A |c |
muml Identify Threat |Evnlum A i | Taget Ranking |
Central Control Room
Threat Classes Threat Type
—I Cogen Unit I External Aclel Local Gmmmen!l Lulmrl Vehicle-Jacking T ﬂ'll]|
Fraud | Threat(personnel) | Threat(Facility) | Thefts Corruption I
Control Room | ™ Internal

Insurgent Groups
International Terrorists
Biological Attack
Chemical Attack
Coll

g imity to other Terroris

Threat Ranking Cale.

% Terror Risk Assesseent
Edit Uww Reference Data Admnistration Reports Rescurces

File

Bindow  Help

Terror

2 Asset Threat Vulnerability Risk Counter-
Risk izati Analysis Assessment Measures
Assessment
All Asset I Asset Ch Threat A Vi bility Analysis | Risk A c |
Aaminstaton bt Identify Threat | Evaluate Attractiveness [Taget Ranking |
Critical Asset | Threat/Attractiveness Target Ranking
Cogen Unit | Ir. building A istrative offices includi a =
offices and large number of Level 3
—J"“""""“" ployees,approximately 100 p possibl
Ines of nereannal and/ar critical dacumeante in o
g Central Control Room Critical ity i and q
Crude 1, Alkylation, Treating Plant Level 4
Dock1 Tank Farm
kot ewteron | Dock 1 All crude receipts and product transfers occur over
Dock 1; hazard of flammable liquids spill. Possible Level 4
Electrical Supply | for disruption to entire
Cooling Tower g
Chigrine Containers I
El

Fig. 11. Identify threat and Target ranking form.
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File Edt Uew PReference Oata Adeinistration FReports Resources Bindos Help

Terror Asset Threat Vulnerability Risk Counter-
Risk C Analysis Assessment Measures
Assessment
All Asset Asset CH ization | Threat A Vulnerability Analysis | Risk A |c
Vulnerability Analysis | Vulnerability Report |
mnl..l
I Select Critical Asset | Security Event Type [ Threat Category
Central Control Room
! Central Control Room ~ v ~ v -~
c Unit I v ~ | Bomb ~ ! Sabotage -
Control Room I I Undesired Act | Consequences [ Vulnerability

if;l‘:ilily by way of an
imnraviesd avnlacive

Vulnerability Level

ack on vessel or dock L

Damage to barge and dock =
facilities loss of logistics for
feadetnrk and nradurie L

Lack of access control from =~

Low lighting

|Adwmly would easily be capable of exploiting the critical asset

[“ILeveld  [Adversary would be relatively easy for the adversary to successfully attack the asset

o

" Level3  [Thereisn'ta plete and effect lication of these ity gi
Cooling T Iil I™ Level 2 |ndwr!aly would be relatively difficult to fully attack the asset
I Level 1 |nMrsarywould be able to exploit the asset is very low
Chiorine Containers I
=
Fig. 12. Vulnerability analysis form.
Asset: Dockl
Scenario worksheet form
Security . L .
Threat Undesired Existing Vulnerability New
event Consequences s Vulnerability L R
category act countermeasures ranking countermeasures
type
Damage to
1. Lack of Consider
barge and dock
Attack on access improving
facilities:
vessel or . control from lighting, access
. Major
dock facility ) water, control,
environmental Boat patrols of the Very
Bombing Terrorist by way of an 35 2, Low 5 L4 monitoring
release; fire channel and port high
impravised lighting by CCTY, and
and explosion:
explosive 3. No administrative
possible to
device intrusion controls per
shutdown
detection requirements
channel
Asset: Central Control Room
Scenario worksheet form
Security o »
threat Undesired Existing Vulnerability New
event Consequences s Yulnerability L R
ty category act countermeasures ranking countermeasures
pe
1. Lack of
access
Reveal of Unauthorized network 1.Controlling
Infiltration insider control of facility: system access in-out
or Disgruntied | information Loss of critical - CCTV 2.4 few : Lo Mid 2.Package
i
degradation | employee on process data 1D Card gquards screening system
of assets control and Disruption to 3.Relative 3.Security
access company operation easy of personnel
insider
crime
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Asset: Administration building

407

Scenario worksheet form
Security . . -
threat Undesired Existing Vulnerability New
event Consequences s Yulnerabiity . L R
category act countermeasures ranking countermeasures
type
Lack of
Toxic 9as chemical & Chemical & bio
About 100 person
was bio terror terrorism
exposed toxic gas. ERP{emergency
Gas scattered response response plan.
. Terrorist asphyxy, 3 | response plan); 4 L3 High _
scattering throughout plan; Monitoring the
hallucination; CCTV
an extractor Lack of security of the
having fever,
fan. emergency vulnerability site.
treatment

® Dock 1 - Could be easily accessible by watercraft; provides
opportunity for media attention; activists against dock in past.
3. Vulnerability Analysis

This step involves making a vulnerability analysis report through-
out selected critical asset, security event type, threat category, undes-
ired act, consequence etc. In the case of Dock 1, there is a lack of
access control from low lighting. So the adversary would easily be
capable of exploiting the critical asset.
4. Risk Assessment

Severity level involves estimating the severity of loss of life, asset,
environment, community and national economy. Risk ranking level
is also determining the severity ranking and possibility of occurrence
by matrix method. If terrorism is successful in the dock facility, the
damage to the economy and environment is very high. Because ship
accidents associated with terrorism occur once every 5 years, the
possibility of occurrence is very high.
5. New Countermeasure

Finally, this step proposes new countermeasures against the vul-
nerability of a critical asset. New countermeasure options would be

identified to further reduce vulnerability at the facility. These include
improved countermeasures of the process security doctrines of deter,
detect, delay, respond, mitigate and possibly prevent.

- Restricted area within the facility

- Handling unaccompanied baggage

- Controlling access ingress and egress

- Package screening system

- Hardening process preventing and controlling releases of hazard-
ous materials

- Emergency response, crisis management.

CONCLUSIONS

A risk assessment is developed and it is implemented as soft-
ware to analyze the possibility of terrorism and sabotage. This pro-
gram is applied to a case (a dock field). The result reports the fol-
lowing 10 indexes: asset, security event type, threat category (ter-
rorist and sabotage), undesired act(a description of the sequence of
events that would have to occur to breach the existing security meas-

Fem L7 e Paterercs ata Aomrwnreon ferie fesues S e - Tots Rdmrmtraton heris femarce Srooe e
" " " A " y " y
Bt b Theest b Vekmerabitny b o b Couster Asset b Theat b Vuneratiny b Risk b Counter.
m Characterization |—f Avsesument |-—/' Anatysis. |— Avseyument [_ Meannes Characteization ") Assessment E,f Anabs E xnevument E,' [rem—
Al Asset I Aased Ch | Theeat _l-o—dlr | All Asset I At | | . | 1
I Sevarlty | Risk Ranking | 1 Sevesity Risk Ranking |
[ Risk Ranking Leveld | Leveiz | Lewelt
Sl e e _ | Maner Maner | oot | Wiy High High | Moderate |  Law
- Employees of Puskc Treatment of ste o Ml Treatment = VeryHigh High High rorm— e
| Overa Lous of it . —I Level 3 High Migh | Moderate | Low Law
| sl Focites, Emment | Equipenad, Property | D o Preperty | [ | Levl2 | Modorats | Modorats | Low Low | WeryLow
Lval 1 Low Law Low | VeryLow | VeryLow
Backt I Sagrel ard v et EE Miner Disreptaon of Miierual Destuption of Dackt I = =
o Wsion Delay 3 D Operation o Sevces Opesations [ Severiey [ Uikelinoed
Dot Faris Farm J— | — | | e l [ 0+ snfory Probatitig Very High  [RRRISHN] (Onee or More Time pas year
e e | 23 | e e e T [
s I - Locked Deeuption of | [ — | L o 0 Comamurnty | T I Loveld [Dumoge. Injury Probobiity Moderate __ Levei 3| [Once Evry 5-10 yoae
Comureanty | fe Dt uaphion mpact
__Levai?2 _[Damage. njury Probabiliyy Low M_lmm-un in 10 yaar
g 2 __Leval 1 _[Damage. injury Prebabiity Very Lew Level 1| [Less than ence in 20 year
[ty | )|
= |

Fig. 13. Risk assessment form.
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™ Terror Rick Azcecceent
Fim Edit Uss Reference Oate FAdmnetraton Aeports Aescurces Sndos  Help

Protect
Cogen Unit I Mitigation

Terror Asset TPTEEs Threat Vuinerability | Risk ,  Counter-
Risk c y y Analysis Assessment y Measures
Assessment
All Asset | Asset Ch | Threat A bility Analysis | Risk A [=
!r‘ e Cl
|
Jbm————— |
Access Control Perimeter Barriers Builing Barriers
Contrsl Control R v v ~ Walls ~
Prevention Gates v RoofsiCeiling -

Intrusion Detection

Access Control

Response
Detection |

Intrusion Sensors - Personal Access -
B Intrusion Alarm

Controlling releases of harard Material
v ~
Reducing the Guantityand Hanzard of a Release fromaMalicious s

b Vehicle Access

Electrical Supply I I

d area within the facility, Handing of cargo, Delivery of ship's stores

Handing unaccompanied baggage, Controlling access in.out, Package screening system,
Fire detection system, Consider guard patrol for all critical areas

Consider improving lighting, access control, monitering by CCTV

Fig. 14. New countermeasure form.

ures), consequences, existing countermeasures, vulnerability, vulner-
ability ranking, degree of risk (the severity and the likelihood rank-
ings are combined in a relational manner), and new countermeasures.
This paper presents a chemical terrorism response technology, a
prevention plan and new countermeasure by using risk and vulner-
ability assessment method in the chemical industry and the public
utility. This study suggests an effective approach to the chemical
terrorism response management in decision making.
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